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From fragmented between organisations

to 

integrated across health and social care 

Delivery and access

From reactive and disease based 

to 

preventative and person centred

Approach to care and 

treatment

From when it suits the system

to 

when it suits the patient

Timing of care

From unresponsive to acute needs

to 

responsive to crises and public health 

emergencies 

Reactiveness

From decisions made by clinicians

to 

decisions made by patients and 

clinicians together

Decisions about care

From controlled by the system

to 

owned by the individual

Data ownership

From manual paper processes

to 

data driven and digital with automatic 

analysis and alerts

Workforce productivity

From slow and top down

to 

dynamic, fast and possible everywhere

Adoption of innovation



What will future digitally enabled care look like? 

 Intuitive technology 

that reduces burden 
 

 Real-time decision 

support and pathway 

improvement 
  

 Automation of all tasks 

that do not require 

human input 

 

 

 

 Health enhanced by 

apps using records 
 

 Digital first interaction 

with the NHS 
 

 Jointly produced and 

owned care plans  

 

 Interoperable data 

flowing freely between 

all systems 
 

 Realtime business 

intelligence to improve 

efficiency 

 

 

 

 

 

 

 

 

 Appropriately 

governed access to 

data 
 

 Quicker and easier 

adoption of innovation 
 

 Self regulating, self 

improving system 

 

 

 

 



• Digital cannot replace human interactions 

• It can give people more information, control & choice over their 

care 

 

 

 

 

 

• Essential to enable scaling up of personalised care 

• Enables effective cross-organisational work 

 

Why Digital? 

Greater self-

management 
 

Higher patient 
activation 

 

Reduced 

pressure on 

clinical services 
 

Greater self-

management 



Four critical challenges 

Better use of data 

and information 

Transform  

digital services 

for the public 

Improve providers’ 

digital maturity 

Connect and 

integrate the health 

and care system 



The Tech Vision 
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Our ambition should be for the use of the best technology available for 

the NHS and social care sector. The potential of cutting-edge 

technologies to support preventative, predictive and personalised care 

is huge. 



Key questions 

• What must we provide nationally? 

• How do we incentivise local delivery? 

• Which partnerships do we need to build?  

• What non digital changes are needed for success? 

? 



Sustainable Cyber Security: Seven key principles 

Enabling Service Integration

Leadership, Governance, & CultureProportionate Investment

Assuring Processes & Controls

Business Continuity
- Effective Cyber Response

Understand Key 
Threats

Improving Clinical Quality and 
Efficiency

Effectiveness of aligning patient 
outcomes and needs with security 
threats and risks Alignment to 
clinical care strategy.

Confidence in security 
practices of your partners, third 
parties, service providers and 
employees

Effectiveness & efficiency of Cyber 
Security expenditure for increasing 
quality of healthcare provision for 
patients

Identification of current & 
potential cyber threats specific to 
health & the NHS

Effectiveness of patient 
data security controls and 
related process

Organisation focused effectiveness 
review  of resilience & response 
processes to threat

Effectiveness of cyber security as an 
integral part of corporate governance and 
culture. Supporting staff to make secure 
decisions

DATA IS USED 
SAFELY & 
SECURELY

A comprehensive framework will enable a sustainable and 
proportionate approach to Cyber Security



Well-Led Framework: Looking through the lens of boards  

 

The well-led framework is structured around eight key lines of enquiry 

Are there clear responsibilities, 

roles and systems of accountability 

to support good governance and 

management? 

ARE SERVICES WELL 

LED? 

Are there clear and effective 

processes for managing risks, 

issues and performance? 

Is there the leadership       

capacity and capability to deliver 

high quality, sustainable care? 

Is there a clear vision and     

credible strategy to deliver high 

quality, sustainable care to people, 

and robust plans to deliver? 

Is there a culture of high        

quality, sustainable care? 

Is appropriate and accurate 

information being effectively 

processed, challenged and acted 

on? 

Are the people, who use     

services, the public, staff and 

external partners engaged and 

involved to support high quality 

sustainable services? 

Are there robust systems             

and processes for learning, 

continuous improvement and 

innovation? 

1 2 3 

4 5 

6 7 8 



Well-Led Framework: Looking through the lens of boards  

 

The Cyber Security approach is aligned to the framework 

Identifying roles and    

responsibilities and providing 

information relevant to specific 

stakeholders. 

ARE SERVICES WELL 

LED? 

Common Cyber Security     

reporting metrics across the NHS. 

Enable leadership to have 

transparency of progress in cyber 

security, areas of risk, and areas of 

high performance. 

The strategy must be          

informed by the metrics provided 

through audit. 

Creating a culture of      

improvement and knowledge 

sharing across CCG and STPs to 

share cyber lessons learnt. 

Evidence based metrics         

support accurate information that 

can be acted on. 

Audit can act as the    

communication mechanism 

between local IT departments, local 

leadership, and the wider NHS 

ecosystem. 

Auditing performance with    

evidence based metrics enables 

improvement and identification of 

improvement areas. 

1 2 3 

4 5 

6 7 8 



Everyone will know what to do with 

me. 

I won’t have to explain it all and repeat 

myself to different people. I’ll get the 

right painkillers, at the right time.  

And I’ll be in my own home, instead of 

sitting in pain, in A&E. 

A patient 



Thank you 
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